August 2, 2002 

You may have seen an article posted on CNET regarding a security issue affecting the Tru64 UNIX operating system.  It is our belief that this article contains several significant inaccuracies and omissions.   

Over the last month we have had a number of productive conversations with the management team at Snosoft encouraging them to follow industry-standard practices in reporting potential security vulnerability in Tru64 UNIX.

These conversations were consistent with our long-standing policy of putting the highest priority on protecting our customers’ security environments using responsible industry standard practices for reporting such issues.  In fact, we believe we were well on our way to a successful resolution of this issue when a posting of a code designed to exploit the vulnerability was made on a popular Bugtraq mailing list.

HP has analyzed and verified that there is a security vulnerability issue with Tru64 UNIX.  The exact nature of this vulnerability was brought to our attention on July 18, 2002.   The problem has now been isolated and HP has been preparing a fix, which will be available within the next 48 hours.

Most importantly, we want to be clear with our customers that our policies and priorities remain unchanged:

· First, protecting our customers’ security environments is always our top priority

· Second, we continue to strongly support the industry standard process for our customers and third parties to report security issues in a responsible fashion.

· Lastly, where and how the DMCA should be applied is a matter of great controversy.  The reported letter to SnoSoft was not consistent or indicative of HP's policy.  We can say emphatically that HP will not use the DMCA to stifle research or impede the flow of information that would benefit our customers and improve their system security.
If you have any questions about the Tru64 UNIX security issue, please contact our Software Security Response Team at security-alert@hp.com
UNIX is a trademark of the Open Group in the U.S. and other countries.

